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PURPOSE

Enterkey Training recognises that technology and digital communication are
integral to education, training, and professional practice. This policy aims to:

« Protect learners and staff from online harm, exploitation, and abuse.

« Promote safe, responsible, and respectful use of technology.

- Comply with the Keeping Children Safe in Education (KCSIE) 2025, Online
Safety Act 2024, and Prevent Duty requirements.

- Ensure all digital activity within Enterkey Training support safeguarding,
learning, and professional conduct.

This policy complements the Online Safety and Acceptable Use Policy, providing a
broader safeguarding framework for digital wellbeing and online risk management.

SCOPE

This policy applies to:

« All use of Enterkey Training technology systems, networks, internet access,
and digital communication.

- Personal devices (e.g, mobile phones, tablets, laptops) when used for
Enterkey Training purposes.

« All learners, staff, and visitors engaging with Enterkey Training’s online
platforms, such as eLearning portals, virtual classrooms, and social media.

LEGAL AND REGULATORY FRAMEWORK
This policy reflects:

- Keeping Children Safe in Education (KCSIE) 2025

« Online Safety Act 2024

+ UK GDPR and Data Protection Act 2018

- Prevent Duty (Counter-Terrorism and Security Act 2015)
« Computer Misuse Act 1990

« Communications Act 2003

« Equality Act 2010

+ Malicious Communications Act 1988
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Safeguarding first: Digital safety is integral to Enterkey Training’s safeguarding
culture.

Education and empowerment: Learners and staff will receive guidance on
recognising and managing online risks.

Shared responsibility: Everyone is responsible for maintaining a safe online
environment.

Proportionate monitoring: Systems and processes protect users while
respecting privacy and data protection laws.

— oversees compliance and ensures policy effectiveness.

— accountable for policy implementation and adequate resourcing.
- leads the eSafety strategy, coordinates responses to online incidents,

and liaises with external agencies.

— ensures technical safeguards (filtering, monitoring,

cybersecurity) are implemented and reviewed.

— model safe and professional online behaviour,

report incidents promptly, and embed eSafety in teaching and support.

— follow eSafety guidance, act responsibly online, and report any

harmful or inappropriate experiences.

All learners receive age-appropriate eSafety induction covering digital
citizenship, cyberbullying, online reputation, grooming, and extremist content.
Staff receive annual eSafety and Prevent training, refreshed every three years.
Ongoing awareness campaigns promote safe use of emerging technologies
and social media.

Enterkey Training will maintain appropriate technical measures, including:

Secure network configuration and firewalls.

Web filtering and content monitoring to block harmful material.
Antivirus and endpoint protection.

Multi-factor authentication (MFA) and strong password policies.
Controlled access to systems and devices.

Encrypted storage and transmission of personal data.
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Regular cyber audits and penetration testing.

Use Enterkey Training email accounts for all professional correspondence.
Avoid sharing confidential or sensitive data via unencrypted means.
Report phishing or suspicious messages to IT immediately.

Maintain professionalism online and avoid posts that could damage Enterkey
Training’s reputation.

Staff must not engage in personal social media contact with learners.
Learners are advised to manage privacy settings and think before posting.

Only use personal devices for Enterkey Training work where authorised and
secure.

Devices must be password-protected and have antivirus software.

Personal data must not be stored on unencrypted personal devices.

Sessions must be delivered using approved Enterkey Training platforms (e.g.,
Microsoft Teams, Zoom for Education).

Staff should use professional backgrounds, attire, and language.

Learners should participate from appropriate environments and maintain
respectful behaviour.

Enterkey Training recognises the following online risks and will educate and
support learners accordingly:

Cyberbullying: harmful or intimidating online behaviour.

Grooming or exploitation: manipulation for sexual, financial, or ideological
gain.

Radicalisation: exposure to extremist ideologies (addressed under Prevent
duty).

Misinformation/disinformation: misleading content impacting wellbeing or
safety.

Privacy breaches: sharing personal data or images without consent.

Digital addiction: excessive screen time affecting mental health.

Staff must remain vigilant and report any online risk indicators to the DSL.
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- Concerns or incidents should be reported immediately to the DSL or
Operations Director.

« The DSL will assess severity and determine whether to escalate to external
agencies (e.g., LADO, CEOP, Police, or Prevent Team).

« Incidents involving data breaches must also be reported to the Data
Protection Officer (DPO).

« ENTERKEY TRAINING maintains an eSafety incident log to monitor patterns and
outcomes.

« Enterkey Training will comply with UK GDPR principles in all online activities.

« Personal information will only be collected and processed for legitimate
educational or business purposes.

« Staff and learners must not share or post identifiable information without
consent.

« All digital communications and monitoring are subject to lawful and
proportionate oversight.

« Filtering and monitoring systems are regularly reviewed to ensure they protect
learners from harmful content while allowing educational access.

- The DSL and Operations Director review filtering report and escalate any
concerns.

- Exceptions to filtering (e.g., for research) require written authorisation.

Enterkey Training will provide:

« Clear reporting routes for learners experiencing online harm.

« Access to wellbeing and safeguarding support.

« Guidance on self-care, privacy, and responsible online presence.

- Referrals to external support agencies where necessary (e.g., CEOP, NSPCC, UK
Safer Internet Centre).

ENTERKEY TRAINING ESAFETY POLICY -DEC 2025 -— REVIEW OCT 2026



« Breaches of this policy may lead to disciplinary action, restriction of IT access,
or withdrawal from programmes.

« Criminal or safeguarding concerns will be referred to the relevant authorities.

« The DSL and Operations Director will audit eSafety incidents annually.

« Findings will inform staff training, learner education, and policy updates.

« The Board will review policy effectiveness through the annual safeguarding
report.

« Online Safety and Acceptable Use Policy
« Safeguarding and Child Protection Policy
« Prevent Policy

« Data Protection Policy

- Code of Conduct/Staff Behaviour Policy

+  Whistleblowing Policy

+ Low-Level Concerns Policy
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